
 

West Meon Parish Council 

IT & Digital Use Policy 
1. Purpose  
This policy sets out how West Meon Parish Council manages and uses its IT systems, 
digital information, and electronic communications. It supports good governance, data 
security, transparency, and compliance with relevant legislation. 

2. Scope 
This policy applies to: - The Clerk / Responsible Financial Officer (RFO) - Parish 
Councillors - Any contractor or volunteer with authorised access to council IT systems 
or data 

It covers the use of: - Council-owned or council-funded IT equipment - Personal 
devices used for council business - Email, cloud storage, websites, and online systems 

3. Responsibilities 
Clerk / RFO 

The Clerk/RFO is responsible for: - Day-to-day management of council IT systems - 
Ensuring appropriate security measures are in place - Maintaining records in 
accordance with retention policies - Reporting any data breaches or IT incidents 

Councillors 

Councillors are responsible for: - Using council IT and information responsibly - 
Protecting confidential and personal data - Following this policy when using personal 
devices for council business 

4. Equipment and Systems 
• Council IT equipment is provided for council business only 
• Personal use should be minimal and appropriate 
• Equipment must be returned promptly when a role ends to the Chair 
• Software used for council business must be legitimate and kept up to date 

5. Use of Personal Devices (BYOD) 
Where personal devices are used: - Council information must be kept separate where 
possible - Devices should be protected by passwords, PINs, or biometric security - 



Council data must be deleted when no longer required or when a councillor leaves 
office. 

6. Email and Electronic Communication 
• Council business should be conducted using official council email accounts 

(gov.uk) where provided 
• Emails should be written professionally and may be subject to Freedom of 

Information requests 
• Confidential information must not be shared inappropriately 

7. Data Protection and Security 
• All users must comply with data protection legislation 
• Personal data must be processed lawfully, fairly, and securely 
• Data should only be shared where there is a legitimate council purpose 
• Suspected data breaches must be reported immediately to the Clerk 

8. Cloud Storage and Online Systems 
• Council documents should be stored in approved cloud systems or council-

controlled storage 
• Access should be restricted to authorised users only 
• Regular backups should be maintained where possible 

9. Website and Social Media 
• The Clerk is responsible for maintaining the council website 
• Content must be accurate, lawful, and appropriate 
• Social media, where used, should follow the council’s Code of Conduct and 

Communications Policy 

10. Freedom of Information and Transparency 
• Electronic records may be subject to Freedom of Information or Environmental 

Information requests 
• Records must be managed so they can be retrieved within statutory timescales 

11. Breaches and Misuse 
• Misuse of IT systems may result in investigation and action 
• Serious breaches may be referred to external authorities where appropriate 

12. Review and Adoption 
This policy will be reviewed at least every three years or earlier if required by changes in 
legislation or council practice. 
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